Ipunoocenue Ne 2

K 00s13aTenbHON HHGOPMAIIHH TS
pasMenienus Ha caiite MAJIOY MO
r.Kpacnogap «Jlerckuii cam No94y

WH®OPMAIIMOHHAS TIAMSTKA
JUISI OBYYAIOIIUXCS 1151 PASMEIEHUS
HA O®ULMAJBLHBIX HHTEPHET-PECYPCAX

C KaxIbpIM TOJIOM MOJIOJIC)KU B HMHTEPHETE CTAHOBUTHCA OoJibllle, a
IIKOJIbHUKM OJHU W3 CaMbIX AKTHUBHBIX MoOJib30BaTene PyHera. Mexnay Tew,
MIOMUMO OTPOMHOIO KOJMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMBI.
Ota naMsATKa JI0JKHA TOMOYb TeOe 6e30MacHO HaXOAUThCS B CETH,

KoMnbroTepHbie BUPYCHI

KomnbloTepHblii BUPYC - 3TO Pa3sHOBUIHOCTH KOMITBIOTEPHBIX MPOrPaMM,
OTIIMYUTEIBHOU OCOOEHHOCTHIO KOTOPOH SIBJISIETCS CHOCOOHOCTh K Pa3MHOKEHUIO,
B nononHeHue kK 3TOMy, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUYTOXUTH
Bce (hailsibl U JaHHBIE, TOAKOHTPOJIBHBIEC TI0JIB30BATEII0, OT UMEHH KOTOPOTO ObLTa
3amyllieHa 3apakKeHHas MpOrpaMma, a TAKKE MOBPEIUTh WM JaXEe YHUUYTOXHUTh
ONEpalMOHHYI0 CUCTEMY CO BceMH (ailmamu B LenoM. B OosblIMHCTBE Ciydyaes
pPacIpOCTPAHSAIOTCA BUPYChI YEPE3 UHTEPHET.

Metopbl 3a1UThI OT BPEJOHOCHBIX MTPOTPAMM:

1. Vicnonb3yii COBpEMEHHBIE OTEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIIM
YPOBEHB 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2.IloctosHHO ycTaHaBnuBal mayTH (IMQPOBBIE 3aIUIaTKH, KOTOPHIE
aBTOMATHUYECKH YCTAHABIMBAIOTCA C IEJbIO JOPAOOTKH MPOTPaMMbl) U JPYyTrue
OOHOBJICHUS CBO€Hl  omepalMoHHOW cucteMbl. CkaymBail WX TOJBKO C
opummanbHoro caiita paszpadorunka OC. Eciaum cymectByer  pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOUHU €T0;

3, Paboraii Ha cBoeM KOMIIBIOTEpE II0J] MpaBaMU TIOJI30BATElsA, a HE
aIMUHHUCTpAaTOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpPaMM
MHCTAJJTUPOBATHCS HA TBOEM NIEPCOHATBHOM KOMITBIOTEPE;

4. Ucnonib3yil ~ aHTUBUPYCHBIE  MPOTPaMMHBIE  TPOIYKTHl ~ U3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKHM OOHOBIICHHEM 0a3;

5. Orpannub (HU3UYECKUH TOCTYN K KOMIBIOTEPY JJISI TOCTOPOHHUX JIHII;

6. Mcnonb3yii BHENIHWE HOCUTENU WH(MOpMAIuU, Takue Kak (Quienka, JTUCK
niu (aiisl U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7/.He oTkpbIBaii KOMIBIOTEpHBbIE (aiiibl, TOJYyYCHHbIE W3 HEHAJC)KHBIX
HUCTOYHUKOB. [laxke Te (haiiibl, KOTOpbIe MpHCTal TBOW 3HAKOMBIN. Jlyule yTouHu
y HETo, OTIPABJISUI JIU OH Te0E HX.

Cern Wi-Fi

Wi-Fi - 3T0 He Buj nepenavn JaHHBIX, HE TEXHOJOTHSI,  BCEr0O JIHIIb OpeH/I,
mapka. Eme B 1991 rogy HuaepnaHackas KOMIaHUS 3aperUCTpUpoBaja OpeH



"WECA”, uro o6o3Havano cioBocoueranue «Wireless Fidelity», kotopsrit
nepeoauTcs kak «oecrnpoBoanas TOUYHOCTby.

Jlo Hailero BpeMeHH JI01uIa pyras abOpeBuarypa, KoTopas sBISIE€TCS TaKou
xKe TexHojoruen. Dto abbpeBuatypa "Wi-F1”°, Takoe Ha3BaHue ObUIO JAHO C
HAMEKOM Ha CTaHIapT BbICHIeH 3BykoBoW TexHukn Hi-Fi, 4ro B mepeBose
03HAYaET «BBICOKASI TOYHOCTDY.

Jla, OecrimaTHBIM MHTEPHET-AOCTYN B Kade, OTeNsIX U adpoIopTax sSBISETCS
OTJIIMYHOW BO3MOKHOCTBIO BBIXOJla B MHTEepHET. HO MHOTHE 3KCIEepThI CUHUTAIOT,
gto obmenoctynabsie Wi-Fi cetn He sBIISIOTCS O€3011aCHBIMHU.

CoBeThl 110 0€30MacHOCTH PadOTHI B 00IIe0cTyIHBIX ceTsax Wi-Fi:

1.  He nepenaBaii cBoIO JHUHYI0 HHGOPMAIIHIO Yyepe3 obmienoctynabie Wi-
Fi cetn. PaboTas B HUX, KeJIaTEIHPHO HE BBOJUTD IMAPOJIH TOCTYIIA, TIOTUHBI U KaKUe-
TO HOMEPA;

2.  Hcmonn3yit u 0OOHOBIISI aHTUBUPYCHBIE POTpaMMbI U OpanamMayep. Tem
CaMbIM ThI 00€30MacuIlb ce0sl OT 3aKa4Ky BUPyCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmoun ¢yHkmuo «OOmmMiA JT0CTyn K
daiimam u mpuHTepam». JlaHHas (QYHKIUS 3aKpbITa MO YMOJYAHHIO, OJIHAKO
HEKOTOPHIE TI0JIb30BATENIN AKTUBUPYIOT €€ I Y100CTBa UCTIOB30BaHMs B paboTe
WM y4eoe;

4, He wucnone3yii nyOamuneiii Wi-Fi g nepegayu JMYHBIX JaHHBIX,
HaAIpPUMED ISl BBIXO/A B COIMATIBLHBIE CETU WJIU B DJIEKTPOHHYIO TOUTY;

5. Hcnonb3yid Tonmbko 3ammuieHHoe coeauHenue depe3 HETPS, a ne
HTTII), t.e. mpu Habope BeO-aapeca BBOAN UMEHHO «https://»

6. B moOunpHOM Tenedone otkimoun ¢pyHknuto «Ilogknrouenue k Wi-Fi
aBTOMaThueckn». He mormyckaii aBTOMAaTHYE€CKOrO MOJAKIOUYEHUS YCTPOMCTBA K
cerssm Wi-Fi 6e3 TBoero cormacusi.

CouuajbHble CeTH

CornuaabHbIE CETH aKTUBHO BXOJISAT B HAITy J)KM3Hb, MHOTHE JIIOJIU pPabOTaroT
U )KUBYT TaM MOCTOsIHHO, a B Facebook yike 3apeructpupoBan Musinap1 4eJioBex,
4TO ABISACTCI OJHOM CeAbMOM BCEX JKHUTENEH IUIaHeThl. MHOTHE MOJIb30BaTEIN HE
MOHUMAIOT, YTO MH(OpMaIs, pa3MenieHHass UMU B COIMAIBHBIX CETSAX, MOXKET
OBITh HaliJlcHA M HWCIIOJb30BaHA KEM YTOJHO, B TOM YHCIIE HE 00s3aTelIbHO C
0JIaruMy HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTU B COLUAIIBHBIX CETAX:

1. Orpanuub criucok apy3ei. Y 1e0s B Jpy3bix HE JOJKHO ObITh CITydalHBIX
1 HE3HAKOMBIX JIIOJICH;

2.3amuiiai CBOIO 4YacTHYIO >kM3Hb. He ykasbiBail maposin, TeiaeQoHBI,
aapeca, JaTy TBOETO POXICHUS © JPYryl0 JIMYHYH HH(pOpMaImio,
3110yMBIIIICHHUKYA MOTYT HUCIIOIB30BaTh Jaxe WHHOPMAITIIO O TOM, KaK Thl U TBOU
POIUTENH TUTAHUPYETE TIPOBECTH KAaHUKYIIBI;

3. 3amuinaii CBOIO pernyTaluio - Aep>KU €€ B YUCTOTE U 3aJ1aBail cede Bompoc:
XoTea Obl Thl, YTOOBI JAPYTHE TMOJIb30BATENM BHJEIU, YTO Thl 3arpy’kaelib?
[Togymaii, mpexJie 4eM 4TO-TO OMyOIMKOBATh, HAITUCATh U 3arPy3UTh;



4. Ecnu Tl TOBOPHILG C JIFOJIBMH, KOTOPBIX HE 3HAElllb, HE MCMOJIb3YH CBOE
peangbHOe UMSI U JPYTYIO JIUYHYI0 UH(POPMALIUIO: UMS, MECTO KUTEIHCTBA, MECTO
y4eObl U mpoyee;

5. M36erait pazmemenust pororpaduii B MaTepHeTe, rae Tel M300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEACIUTh TBOE MECTOIOJIOKECHHE;

6.1lpu perucTtpanii B COLMATBHOW CETH HEOOXOJUMO HCIOIb30BATh
CJIO’KHBIE TIAPOJIH, COCTOSIINE U3 OYKB U LMD U C KOJTUIECTBOM 3HAKOB HE MEHEE
8,

7. lns  commaneHOoM cetn, I[IOUTBI wm apyrumx calToB HEOOXOIUMO
UCIT0JIb30BaTh pa3Hble Napoiu. Toraa eciu Te0s B3JIIOMAIOT, TO 3J0YMBIIUIEHHUKA
MOJIy4aT JIOCTYT TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IEHbI' !

DJNEeKTpPOHHBIE JEHBIU - 3TO OUEHb YJNOOHBIN CcHoco0 MaTeked, OJHAKO
CYILIECTBYIOT MOILICHHUKHU, KOTOPBIE XOTAT MOJYUUTh 3TU JEHBIH.

DNEKTPOHHBIE IEHBI'U MTOSIBUIIMCH COBCEM HEJIABHO M UMEHHO M3-3a 3TOTO BO
MHOTHX TOCYyAapCTBAX IO CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (YHKIMOHUPYIOT U O HUX YK€ MPOMNHCAHO B 3aKOHE, I'1ie
WX pa3lesioT Ha HECKOJIBKO BUJIOB - aHOHMMHbIE U HE aHOHMMHbIE. PazHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcsi MPOBOAUTH Onepauu 06e3
UIEHTU(UKALIMY MOJB30BATENA, & B HE aHOHUMHBIX HJIEHTU(DHUKALUS [TOJIb30BATENS
ABJIAETCS 0053aTEIBLHOM.

Taxke ciemyeT pa3nuyarh »JJICKTPOHHBbIC (UATHBIE JACHBIU (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) W DJCKTPOHHBbIC HE (UATHBIC JEHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIFOTAM).
OcHOBHBIE COBETHI IO 0€30MAaCHON padOTe C AIEKTPOHHBIMU JIEHbIaMU:

1.IIpuBsiku K cueTy MOOMIIbHBIN TenePOoH. DTO caMblil yTOOHBIN U OBICTPBIN
coco0 BOCCTAaHOBUTH AOCTYMN K cueTy, IIpuBsizaHHbIi TenepoH MOMOXKET, eciu
3a0y/elib CBOM TUIATEKHBIN MapoJib WM 3aifJIelllb Ha CAUT C HE3HAKOMOTO
YCTPOWCTBA;

2.Wcnons3yii opHopa3oBble mnaposu. Ilocie mnepexoga Ha YCUIEHHYIO
aBTOpU3alMIi0 TeOe yke He OyneT yrpoxaTh ONAaCHOCTh KpaKW WM TepexBara
IUIATEKHOTO MApOJIs;

3. BoiGepu cnoxsbsiii napodb. IIpectrynHukam OyAeT HE MPOCTO yrajaaTh
CJIOXHBIN naposb. HagexxHble maposu - 3T0 Maposik, KOTOPBIE COAEPKAT HE MEHEee
8 3HAKOB W BKIIOYAIOT B Ce0s CTPOYHBICE M TPOMUCHBIE OYKBBHI, IUMPHI U
HECKOJIbKO CMMBOJIOB, TAKME KaK 3HaK JoJulapa, GyHTa, BOCKIMIATEIbHBIA 3HAK U
T.II.

Hampumep, StRONg!;;

4. He BBOOM CBOW JMYHBIE JTAaHHBIE HA CalTax, KOTOPbIM HE JOBEPSEIb.

DJIeKTPOHHAS MMOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHUSI U MPENOCTaBIsIEMbIE €0 YCIYTU IO
NEPECHUIKE U MOJIYYEHHUIO DJIEKTPOHHBIX COOOIEHUM, KOTOPbIE pAaCIIPEIEIISIIOTCS B
KOMITbIOTEpHOM ceTh. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIIHUK BBITJISIAUT



CIeNyIoIMM  00pa3oM: UMs IOJIb3oBaTeNlA(@uMsi_JoMeHa. Takxke  Kpome
nepenayy MpoCTOro TEKCTa, UMEETCsl BO3MOXKHOCTD NepeiaBaTh (aiibl.
OCHOBHBIEC COBETHI IO OE30TACHOM PAa00TE C IIEKTPOHHOM MOYTOM:

1. Hapo BbIOpaTh NpaBWUIIBHBIM NOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIYUILE JOBEPSATH TEM,
KOT'O 3HAEIlIb U KTO MEPBBII B PEUTUHTE

2. He ykaspiBaii B 5nmuyHOW mouTe NW4HYyr uHMopmarmio. Hampuwmep,
Jydle BbIOpaTh «My3bIKaIbHbIA (haHaT@» ninm «pok2I13» BMecto «iemal3y;

3, Ucnonb3yil ABYX3TaHYIO0 aBTOPU3AIUI0. DTO KOrJa MOMUMO MapOJsl HYKHO
BBOJIUTH KOJI, MPUCHUTaeMbIi 110 SMS;

4, Br16epu citoxHbBINH mapostb. J[s KakI0TO MOYTOBOTO SIIIUKA JOJHKEH OBITH
CBOM HAJEXKHBIW, YCTOWUHUBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTh BO3MOKHOCTH HAIUCATh CAMOMY CBOW JIMYHBIA BOMPOC,
WCTOJIB3YH 3TY BO3MOXHOCTb;

6. HNcnonb3yld HECKOJIBKO TMOYTOBBIX SIIMKOB. llepBwlid 111 4acTHOM
MIEPENNCKU C apecaTaMy, KOTOPBIM ThI TOBEPSIENIb. DTO JIEKTPOHHBIN agpec HE HAN0
MCIIOJIb30BAaTh IIPU PETUCTPALIMK HA (opymax U calTax;

7.  He otkpsiBaii (aiijapl U Apyrue BIOKECHUS B MUChbMaX, JAXKE €CIU OHHU
OPUIILIA OT TBOMX Jpy3eil. Jlydie yTouHM y HHX, OTHNPABISIM JIM OHM TeOe ITH
(haisr;

8. Tlocme oxoHuaHuMs pabOThI HAa MMOYTOBOM CEPBUCE TMEPE] 3aKPbITHEM
BKJIQJIKW C CAUTOM He 3a0yJIb HaKaTh Ha « BBIATIY.

Kuo0epOyiimHr wiin BUPTyaJibHOE U3/1€BaTEILCTBO

KubepOymmHr -  mpeciefoBaHUE  COOOIICHUSIMHU,  COAEp KaIIUMU
OCKOpOJIeHus, arpeccuio, 3aIlyTUBaHUE; XYJINTaHCTBO; COIMAIbHOE
OOWKOTHPOBAHUE C TOMOIIBIO PA3JIMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO OOPHOE C KNOEPOYIIITUHIOM:

1. He Opocaiica B 60#. Jlyummii cnoco6: mOCOBETOBATHCS Kak ce0sl BECTH

U. €CJIM HET TOr0, K KOMY MOKHO 0OpaTUThCS, TO BHAYaJe YCIOKOUThCA. Eciau Th
HayHEeUIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpOJIEHHUS, TO TOJBKO elle OoJblie
Pa30AOKEIIb KOH(IJIUKT;

2. VYnpasnsii cBoeil kubeppenyrainuei;

3. AHOHUMHOCTb B ceTh MHUMasl. CyIlleCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

4.  He cToWT BeCTH XYJMTAaHCKUI 00pa3 BUPTyaabHOU Xu3HH. VIHTEpHET
dbuKcHpyeT BCe TBOM JEHCTBUS U COXpPaHSET UX. YJAIUTh uX OyJeT KpailHe
3aTPYIHUTEIIBHO;

5.  Cobimrofaii CBOIO BUPTYAIbHYIO YECTh CMOJIOY;

6. Urnopupyii eauHuuHblii HeratuB. OmHOPa30Bble OCKOPOUTEILHBIC
cooOuieHust Jyuiie WUrHopupoBatb. OOBIYHO arpeccusi MpeKpamiaercss Ha
Ha4yaJbHOM CTaJuu;



7.  Bawu arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH,

B COILIMAJIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIPABKUA COOOLIECHUH C
OTnpe/eIICHHBIX aJPECOB;

8. Ecmu TBI cBHaerens KuOepOy/utMHpa. TBOM AEHCTBHUS: BBICTYIIHUTH
MIPOTUB TMIpECIeNoBaTeNsl, IOKa3aTh €My, YTO €ro JEWCTBHS OLEHUBAIOTCS
HEraTUBHO, MOJJIEPKaTh YKEPTBY, KOTOPOM HY)KHA IMCHUXOJOTMYECKas MOMOIb,
COOOIIUTE B3POCIBIM O (PAaKTE arpeCCUBHOTO MOBEICHUS B CETH.

2. [Moxanylica aiMMHHCTPATOpaM MIPbl HA TUIOXOE€ MOBEJIEHUE 3TOr0 UIPOKa,
KeJaTelIbHO MPUJIOKUTh KaKUe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil tnunyto nHGopmaiuio B mpodaiisie urpsr;

4. YBaxail Apyrux y4aCTHUKOB M0 UTPE;

5. He ycranapnuBaii HeoduiaabHble MaTYX U MO/IbI;

0. Mcnionb3yii ClI0KHBIE U pa3HbIe AapOJIy;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYATh aHTUBHpYC. [loka Thl urpaeuis,
TBOM KOMIIBIOTEP MOTYT 3apa3HTh.

@OUIIMHT UM KPaKa JUIHBIX JAHHBIX

OObIYHOM Kpakel JIeHer U JJOKYMEHTOB CErOfHs YK€ HUKOI'O HE yAMBHILIb,
HO C pAa3BUTUEM HWHTEPHET-TEXHOJIOTHI 3JIOYMBIIUICHHUKA TEPEMECTHIINCH B
UHTEPHET, U MIPOJODKAIOT 3aHUMATHCS «JTFOOUMBIM» JIEJIOM.

Tak mosiBUiIach HOBasg Yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (DUIIUHT,
rJIaBHas 1€Jb KOTOPOTO COCTOUT B TOJYYEHHHM KOH(UICHIMATBHBIX JAaHHBIX
MOJIb30BaTENEN - JTOrMHOB U napoJieid. Ha anrnmiickom s3bike phishing unraercs
kak (ummHr (ot fishing - peiOHas nois, password - maposs). OCHOBHBIE COBETHI
1o 00pb0e ¢ (PUITUHTOM:

1.  Cneau 3a cBouM akkayHTOM. Eciam Thl mogo3peBaenib, 4TO TBOS aHKETa
ObLJa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATH €€ U COOOIIMTh aJMUHUCTpATOPaM
pecypca 00 3TOM Kak MOYKHO CKOPEE;

2. Hcnone3yit 6e3omacHbie BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3nHoB
Y TIOMCKOBBIX CUCTEM;

3. Ucnonw3yit cinoxHbie W pa3Hble Mapoiu. Takum oOpa3oMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIILIEHHUKH TOJy4YaT AOCTYH TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4, Ecnn TeOs B3IOMalId, TO HEOOXOMMMO INPEAYNPEAUTh BCEX CBOHX
3HAKOMBIX, KOTOPBIE I00AaBICHBI Y T€OS B IPY3bsIX, O TOM, YTO T€OS B3JIOMAJH H,
BO3MOXXHO, OT TBOEro HMMEHHM OyJeT pacchbulaTbcs CHaM M CChUIKA Ha
(UITMHTOBBIE CANTHI;

5. Ycranosu HagexHbli naposb (PIN) Ha MOOUITBHEIN TenedoH;

6. OTkiroun cOXpaHeHue maposis B Opaysepe;

/. He otkpbiBail (ailiibl ¥ APYrue BIOKEHUS B MUCbMAX, AaXe €CIM OHM
NPUIILIA OT TBOUX Jpy3e. JIyuiie yTouHu y HUX, OTHPABIISUIN JIM OHU TeOe 3TU
(haitibl.

Hugposas penyranus



[udposas pemyranus - 3TO HETaTHBHAA WM MO3UTHBHAs MH(poOpManus B
cetu o Tebe. Kommpomerupyromas uHpopmaius, pasmenieHHas B HHTepHere
MOYET CEepPbE3HBIM 00pa30M OTPa3UTHCS HA TBOEH peanbHOM xu3HU. «L{udpposas
peryTanus» - 3T0 TBOM UMHIIK, KOTOPBIN (hopmMupyercs u3 uadpopmaiuu o tede B
WHTEpPHETE.

TBoe MecTo )KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH
XapakTepa 1 paccKasbl O OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH,

MHorue TOIPOCTKH JIETKOMBICIICHHO OTHOCSTCS K IMyOJMKaluu  JIMYHOU
uHdopmaiuu B MHTEpHETE, HE MOHKMMAas BO3MOXHBIX MOCHEACTBUN. Thl naxe He
CMOXKEIIb J0TrafaThCsi O TOM, 4To (hoTorpadus, pa3melieHHas S5 JeT Ha3aj, cTaia

IPUYMHON OTKa3a MPUHSTH T€Os Ha padoTy.

KoMmmenTapuu, pazmenienue TBoux Gororpaduii u 1pyrue AeicTBUS MOTYT HE
VCUYE3HYTh JAAXKE IIOCIIE TOT0, KaK Thl UX yAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHWII OTY
uHpOpMallMIO, MoNajia JU OHA B IOMCKOBBIE CUCTEMBbl M COXpaHWIACh JIM OHA, a
TJIABHOE: YTO MOyMAalOT 0 Te0E OKPYKAIOIIHE JIFOIHU, KOTOPbIE HAUIYT U YBUIAT ATO.
HaiiTu uHpopManuio MHOTO JET CIyCTS CMOXET 0O - Kak U3 J00pBIX
noOyXI€HU, TaK U C HAMEPEHUEM NMPUYMHUTH BPEI. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI M0 3aIUTE UPPOBON PENyTALIMH:
1. Tlomymaii, mpexke 4em 4To-TO MyOJIMKOBaTh U Mepe/iaBaTh y ceOsl B
0JI0T€ UK B COLIMAJIBHOM CETH;
2. B Hactpoiikax mpoduiisi yCTaHOBH OTPaHUYEHHs] HA MPOCMOTP TBOETO
npouIsi U €ro COAECPAKUMOTrO, clieNail TONBKO «JIJIS IPYy3eiDy;
3. He pa3memaii u He yka3piBail HHPOPMALIMIO, KOTOPask MOXET KOro-JInbo
OCKOPOJISITh WJIH OOMXKATh.
MooOuabHbIi TesedoH
CoBpemenHble cMapT(QOHBI U TIAHIIETHI COJIEPKAT B ce0e BIIOJIHE B3POCIbIi
(GyHKIIMOHAT, U TEMephb OHU MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMU
KoMItboTepamu. OHAKO, CPEJCTB 3alTUTHI IS MOJOOHBIX YCTPOMCTB MOKa OYEHb
Mano. TecTUpoBaHME W TIOMCK YSI3BUMOCTEd B HHUX IMPOUCXOJUT HE Tak
WHTEHCUBHO, Kak s [1K, To jxe camoe kacaeTcsi U MOOWIIbHBIX MTPUIIOKECHUH.
CoBpeMeHHbIE MOOWIBHBICE Opay3epbl yXe€ MPaKTUYECKH JOTHAJIH
HACTOJbHBIE AHAJIOTHM, OJIHAKO paclIupeHue (PyHKIMOHANa BJeUeT 3a Co0ol
OOJBIIYIO CII0)KHOCTD Y MEHBIIYIO 3aIUIIEHHOCTb.
Jlanexko HE Bce MPOU3BOJIUTENIN BBIMTYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIUC
KPUTHYECKHE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.
OCHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIILHOTO TeseoHa:
Huuero He siBIsieTCs MO-HACTOSIIEMY O€CIUIaTHBIM. by OCTOpOXKEH, BEIb
Kor/1a Te0e mpeyiaraloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUIATHBIC YCIYTH;
Hywmaii, pexnae dem otnpaButb SMS, GoTo niu Buaeo. Thl TOYHO 3HACTIID,
rze oHu OyJyT B KOHEYHOM UTOrE?
Heobxoaumo 0OHOBIIATH ONIEPAITMOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yil aHTUBUPYCHBIE POTPAMMBI /1711 MOOMIIBHBIX TeNe(OHOB;



He 3arpyaii mpuioXeHUsT OT HEU3BECTHOTO MCTOYHMKA, BEJlb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTrPAMMHOE 00ECTICUCHNE;

[Tocne Toro xak Thl BBIMJEHIb C CaiiTa, I7le BBOAWI JUYHYIO MH(OPMALUIO,
3aliId B HACTPOUKH Opay3epa U yaaiu COOKies;

[leproanuecku mpoBepsiii, Kakue MIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM
HOMeEpE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tese(oHa TOJIBKO JIIOASIM, KOTOPBIX ThI
3Haellb U KOMY JI0BEpsIEIlIb;

Bluetooth momkeH OBITH BBIKIIIOYEH, KOT/Ia THl UM HE TOJb3yelbes. He
3a0bIBail HHOTIa TIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE  OHJIAWH-UTPHI - OTO  KpPAcCOUHBIC, 3aXBaTHIBAIOIINE
pa3BiedeHus, OOBEAMHSIONINE COTHH THICSY YENIOBEK MO BceMy Mupy. Wrpoxu
UCCIIEAYIOT JAHHBI UM MHp, OOLIAIOTCSA APYr C JIPYIOM, BBIIOJIHSIOT 3aJaHMs,
CPa)KalOTCS C MOHCTPaMU M TOJYYarOT OMNBIT. 3a YAOBOJIBCTBUE OHM ILIATST:
MOKYTAIOT UCK, OTNIAYUBAIOT a0OHEMEHT HJIM IPUOOPETAIOT KaKKe-TO OIIIHH.

Bce atu cpenctBa uayT Ha noJepKaHUE U Pa3BUTHE UTPHI, a TAK)KE HAa caMy
0€30MaCHOCTh: COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3allMH, BBITYCKAIOTCS HOBBIE
naTuu (LU(poBBIE 3aIIATKY [Tl IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nmogoOHBIX urpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COINEPHUKOB,

CKOJIBKO KpaXXH TBOEM IapoJisi, Ha KOTOPOM OCHOBaHAa CHUCTEMa aBTOpU3AIUU
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30IaCHOCTH TBOEI'O UTPOBOIO aKKAYHTa;

1. Eciiu npyroif urpok BeAeT cels MI0OX0 WU CO3JAaeT TeOe HENPUSITHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB,;

ABTOpCKOE IpaBo

CoBpeMeHHbIE IIKOJBHUKH - AaKTUBHBIE TIOJB30BaTeNd  ITU(POBOTO
npoctpancTBa. OAHAKO JaleKo HE BCE 3HAIOT, YTO TOJb30BaHWE MHOTUMHU
BO3MOXKHOCTSIMH  Ii(ppoBOoro  Mupa  TpebyeT  coOMOAeHHMs  TpaB  Ha
MHTEJUIEKTYJIbHYI0 COOCTBEHHOCTb,

TepMuH «UHTEUICKTYallbHAsE COOCTBEHHOCTH» OTHOCUTCS K Pa3IMYHBIM
TBOPEHUSM YEJIOBEUECKOTO yMa, HAaYMHAas C HOBBIX HM300pPETEHHWH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYMBAas KHUTaMH,
dboTorpadusimMu, KHHODUIEMaMHU U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa HAa WHTEIUICKTyaJIbHyI0 COOCTBEHHOCTHh Ha
MIPOU3BEJICHUSI HAYKH, JIUTEPATYPhl U UCKYCCTBAa. ABTOPCKHE TpaBa BHICTYNAIOT B
KayecTBE TapaHTUW TOTO, YTO HWHTEJUICKTYyaJIbHBII/TBOPUYECKUI TPYI aBTOpa HE
OyneT HampacHbIM, JacT €My CIpaBeJIUBbIe BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETO TpyJAa, MOJYYHTh W3BECTHOCTh M Tpu3HaHue, Hukro 0e3
paspelieHuss aBTOpa HE  MOXET  BOCHPOU3BOAMTH €ro  IPOU3BEACHUE,
pacmpocTpaHsiTh, MyOJIWYHO JEMOHCTPUPOBATh, MPOJABaTh, HMIOPTHPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3dUpe Uiu
pasmemats B IHTEpHETE.



Hcnonb3oBaHue «IUPATCKOT0» MPOTPaMMHOTO  OOECIEYEHUsI MOXKET
NPUBECTM K MHOTMM pHUCKaM: OT MOTEpPU AAHHBIX K TBOUM aKKayHTaMm 0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJIEHA HelerajibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIeTalbHbIE U O€CIIaTHBIE MPOrPAMMBI,
KOTOPBIE MOKHO HaTH B CETH.

O nopraJe

CeTteBUUOK.p( - TBOH TJIABHBIA COBETYHK B CETH. 371€Ch Thl MOXKEIIIb Y3HAThH
0 0€30MacHOCTH B CETH MOHSATHBIM M JOCTYITHBIM SI3BIKOM, a NP BO3ZHUKHOBEHUU
KPUTUYECKOM CUTyalluu OOpaTUTHCS 32 COBETOM. A TakKe MPUHSATH y4acTUe B
KOHKYpCaX M CTaTh CAMbIM ITU(GPOBBIM IPaKIaHUHOM!
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