IIpunooicenue Ne 2

K 00s13aTesIbHON nH(MOpMAIUu IS
pa3merenus Ha caiitte MAJIOY MO
r.Kpacnonap «Jlerckuii cag Ne94»
09.09.2024

NHOOPMALIMOHHAA TAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMELIIEHUSA
HA O®PNIINAJIBHBIX UTHTEPHET-PECYPCAX

C KaXJIbIM TOJIOM MOJIOJIC’)KA B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIb-
HUKU OJHU W3 CaMbIX aKTUBHBIX IOJb30BaTenedl PyHera. Mexnay TeM, MOMHMO
OTPOMHOT0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET M MIPOOJIEeMBbL. DTa MamsIT-
Ka JI0JKHA TTIOMOYb TeOe 6€30MacHO HaXOIUThCS B CETH.

KomneroTepHsbie BUPYCBI

KomnproTepHblii BUPYC - 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX MPOTrpaMM,
OTJIMYUTENBHOW 0COOEHHOCTBIO KOTOPOU SIBISIETCA CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHeHue Kk 3TOMy, BUPYChl MOTYT HOBPEAUTH UM MOJHOCThIO YHUUTOXHUTH
Bce (hailJibl U JaHHbBIE, TOJKOHTPOJILHBIE TTOJIH30BATEINI0, OT UMEHH KOTOPOTo ObLia
3amylleHa 3apa)€HHasi mporpaMMa, a TaK»Ke MOBPEIUTh WU J1a)Ke YHUUTOXHUTh
OTIEPAIIMOHHYIO0 CUCTEMY CO BceMmH (aiinamu B 1eioM. B GOJIBIIMHCTBE CilyyaeB
PaCIpOCTPAHSIOTCSI BUPYCHI Uepe3 UHTEPHET.

MeTo/b1 3alIUThI OT BPEIOHOCHBIX MPOrPaMM:

1. cnonps3yid COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3-
HBII YPOBEHb 3aIUTHI OT BPEAOHOCHBIX IIPOTrpaMM;

2. IlocTostHHO ycTaHaBiuBai madtu (1udpOBBIC 3aIIaTKH, KOTOPbIE aBTO-
MaTUYECKU yCTAaHABIMBAIOTCS C €0 JOPAOOTKH MPOTPaMMBbl) U JPYrue OOHOB-
JICHUSI CBOEH omepanroHHOW cucTeMbl. CKauMBai WX TOJIBKO C O(HUIIMAIBLHOTO
caiita pazpadorunka OC. Ecnu cymiecTByeT pexuM aBTOMATHYECKOro OOHOBIIE-
HUSI, BKJIFOUH €T0;

3. Pabotaii Ha cCBOEM KOMITBIOTEpE MO/ MpaBaMu MOJIb30BATElIs, a HE aJMU-
HUCTpAToOpa. DTO HE MO3BOJIUT OOJIBITMHCTBY BPEJOHOCHBIX POTpaMM HHCTAILIU-
pOBAaThCS HA TBOEM MEPCOHATILHOM KOMITBIOTEPE;

4. Ucnonb3yil aHTUBUPYCHBIE MTPOTPaMMHBIE MPOAYKTHI M3BECTHBIX MPOHU3-
BOJIMTEJICH, C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub uU3NUECKU JOCTYI K KOMITBIOTEPY JJISi TOCTOPOHHUX JIUII;

6. Vcnonp3yit BHEIIHUE HOCUTEIN WH(MOpMAINK, Takue Kak (Quielika, TUCK
win (aitn U3 MHTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbIBail KOMIBIOTEPHBIC (ailyibl, TIOJyYCHHBIE U3 HEHAIEKHBIX UC-
TOYHUKOB. Jlaxe Te Qailsibl, KOTOphIe MpUCIaT TBOW 3HaKOMBIH. Jlydie yTounu y
HEro, OTIPABIISLI JIK OH TeOE UX.

Cetu WI-FI

Wi-Fi - 310 He Buj nepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpPEHI,
Mapka. Eme B 1991 roay HuaepiaHickash KOMITAaHMSI 3aperucTpupoBaja OpeHI



"WECA", uto o6o3Hauano cimoBocouetanue "Wireless Fidelity", kotopsiii mepe-
BOJUTCS Kak "GecrpoBOgHAs TOYHOCTh'".

Jlo Hailero BpeMeHH JIoluia apyras abbpeBuarypa, KoTopas sSBJISE€TCS TaKOU
e TexHosorueil. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLJIO JAaHO C
HaMEKOM Ha CTaHJapT BbIcuIel 3BykoBou TexHuku Hi-Fi, uTo B mepeBosie o3Hayva-
€T "BbICOKAast TOYHOCTB".

Ja, OecryaTHBIM UHTEPHET-AOCTYN B Kade, OTeIsIX U adporopTax sSBISETCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJAa B MHTEpHET. HO MHOTHE 3KCIEepThl CUMUTAIOT,
yTo obmenoctymabie Wi-Fi ceTu He sBistoTCsS 0€301acHBIMHU.

CogeTsbl 110 0€301aCHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro JInuHyro nHPOpMaIuio gepe3 odmienoctymasie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTeIbHO HE BBOAUTH MApOJIU JIOCTYNA, TIOTUHBI U KaKUe-
TO HOMEPA;

2. Ucnionb3yit 1 OOHOBIISI aHTUBUPYCHBIE TPOTrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPyCa HA TBOE YCTPOMCTRBO;

3. IIpu ucnonszoBanuu Wi-Fi otkimoun pyskiuio "O6mumii 1octyn K Qaii-
Jam u npuHtepam”. JlaHHas (QyHKIUS 3aKpbITa MO YMOJYAHUIO, OJJHAKO HEKOTO-
phI€ TMOJIb30BATEIN aKTUBUPYIOT €€ JJiA yI00CTBa MCHOJB30BaHMS B paboTe Win
yueoe;

4. He wucnons3yit myonuunsii WI-FI nns mepemaun JMYHBIX JTaHHBIX,
HaIrpuMep JJIsl BEIX0JIa B COLIMAIbHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. Ucnonb3y# TOJIbKO 3amuineHHoe coeaunenne yepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOmibHOM Tenedone oTkimoun pyskuio "Tloakmouenue k Wi-Fi aB-
toMmatuyecku'. He momyckall aBTOMaTH4YECKOTO0 MOAKIIIOYEHUS YCTPOWCTBA K Ce-
TsM Wi-F1 6e3 TBoero cornacusi.

CormanbHbie ceTH

ConuanbpHble CETH aKTUBHO BXOJIST B HAIIly KU3Hb, MHOTHE JIIOJU PabOTaroT
U KUBYT TaM TMOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MIJITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKUTEJEU IUIAHEThl. MHOTHE MOIB30BaTENIN HE
MOHUMAIOT, YTO HH(pOpMAIMs, pa3MEIICHHas UMU B COLMAJIBHBIX CETSIX, MOXKET
OBITh HalJIeHa W UCIIOIH30BaHA KEM YTOJHO, B TOM 4YHCIIe HE 00s3aTeNbHO ¢ Oja-
UMY HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATILHBIX CETX:

1. Orpannys crucok npy3ed. ¥ Te0s B Apy3bsSX HE JIOJDKHO OBITH Cllydaii-
HBIX U HE3HAKOMBIX JIIOJICH;

2. 3amuimai cBo 4acTHYIO )Ku3Hb. He ykasbiBail maposu, TeneoHsl, ajape-
ca, JaTy TBOEro POXIEHUS U JAPYTyIO JUYHYI0 MHOOpMaLNIO. 3JI0YMBIITUICHHUKH
MOT'YT MCIIOJIb30BaTh Jake MHPOPMAITUIO O TOM, KaK Thl U TBOU POAUTEIH IIaHU-
pyeTe MpOBECTU KaHUKYJIbI;

3. 3amuiai CBOIO pEemyTaluio - JIEPXKHU €€ B YUCTOTE U 3a7aBail cebe Bo-
poC: XOTeN ObI ThI, YTOOBI IPYTUE TOJH30BATEIN BUJEIH, YTO Thl 3arpyKaeIib?
[Toxymaii, mpesxie 4emM 4To-TO OMyOJUKOBATh, HAMMCATh U 3arPy3UTh;

4. Eciy ThI TOBOPHUILB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIOIb3YH CBOE
peanbHOE MM U JIPYTYI0 JTUYHYIO WH(OPMAITUU: UMsI, MECTO JKUTEILCTBA, MECTO
y4eObl U IPOUEE;



5. N3berait pazmemenus pororpaduii B IHTepHETE, T/I€ THI N300paXkeH Ha
MECTHOCTH, 10 KOTOPO MOKHO ONPEAEIUTH TBOE MECTOIOJIOKEHUE;

6. [Ipu perucrpaiiuu B COlMAIILHON CETH HEOOXOAUMO MCIOIB30BATh CIOXK-
HBIE MTAPOJIH, COCTOSIIKE U3 OYKB U LIUPP U C KOJIUYECTBOM 3HAKOB HE MEHee §;

7. s conyanbHON CETH, MOYTHI U IPYTHX CAUTOB HEOOXOAUMO HCIIOJIB30-
BaTh pa3Hble mapoyid. Toraa eciau Tedsi B3IOMAIOT, TO 3JI0YMBIIIUICHHUKHU MOTy4YaT
JOCTYT TOJIBKO K OTHOMY MECTY, & HE BO BCE Cpa3y.

DJIIEKTPOHHBIE JICHBI U

DNEeKTpOHHBIC JCHBIH - 3TO OYEHb yIOOHBINA CIIOCOO TUTATEKEH, OJTHAKO CY-
HIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST IMOJTYYUTh ITH ICHBIU.

DNEeKTPOHHBIE IEHbI'M MOSIBUIIMCH COBCEM HEJIABHO M KMEHHO M3-3a 3TOrO BO
MHOTMX TOCYyAapCTBax A0 CHX IOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU (PYHKIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, I'e
WX Pa3AeISIIOT Ha HECKOJIBKO BUIOB - aHOHHMHBIE U HE aHOHMMHBbIE. PasHuna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UJeHTU(UKAIINY TT0JIb30BATENs], @ B HCAHOHUMHBIX UACHTU(UKAIIMS TTOJIH30BATEIS
SBIISIETCS 00A3aTEIBHOM.

Taxoke cnemyer pa3iuyaTh dJIEKTPOHHBIC (PUATHBIC NEHBIU (PaBHBI TOCyAap-
CTBEHHBIM BaJIOTaM) M BJIEKTPOHHbIC HedUaTHBIC JIEHbIW (HE paBHBI TOCyaap-
CTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM pabOTe C AIEKTPOHHBIMU JI€HbIAMU:

1. ITpuBsixu K cuety MOOWIBHBINA TenedoH. DTO camblil yOOHBINA U OBICT-
pBIif CIOCOO BOCCTAHOBUTH JOCTYII K cueTy. [IpuBsizaHHbIN TenedOoH MOMOKET, ec-
oy 3a0yjelib CBOM IUIATEXKHBIA Mapojib WM 3aiiielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yit ogHopaszoBeie naposu. [loce mepexoaa Ha YCUIIEHHYO aBTO-
pu3anuio Tede yxxe He OyJeT yrpoKaTh OMACHOCTh KPaXKu WUJIU MepexBaTa MiaTex-
HOTO NIapoJIs;

3. Boibepu cnoxsbiii maponb. [IpectynmHukam Oyner HE MPOCTO yraaarh
CJIOXHBIA naposb. HanexHsle maponu - 3T0 napoiu, KOTOPbIE COEPkKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B c€0s CTPOYHBIC M MIPOMUCHBIE OYKBBI, IU(PPHI U HECKOIb-
KO CHMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, ¢yHTa, BOCKIUIATEIbHBIA 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CalTax, KOTOPBIM HE TOBEPSIEIIb.

DJIEKTPOHHAs TT0YTa

DJIEKTPOHHAS IMOYTa - 3TO TEXHOJOTHS U MPEIOCTABIIIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOTYUYEHHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPbIE pacipeaesisaioTcs B
KOMITbIOTEPHOU ceTH. OOBIUHO 3JEKTPOHHBIA MOUYTOBBIM SAIIMK BBIMJISIAUT CIEAY-
IOIMM 00pa3oM: UMs_TMOJb30BaTENA(@HUMs_J1oMeHa. Takxke Kpome mnepeiayu mpo-
CTOT'O TEKCTa, UMEETCS] BO3MOKHOCTh NepeaaBaTh (Haubl.

OCHOBHBIE COBETHI IT0 OE30ITaCHOM pabOTe C IIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh mNpaBWIIbHBIA TMOYTOBBIM CEpBUC. B uHTEpHETE ecTh
OTPOMHBII BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPITH TEM,
KOTO 3HA€Illb U KTO NIEPBBIM B PEUTUHTIE;

2. He ykas3biBaii B TMYHOM mouTe Tu4Hyto nHpopmanuio. Hanpumep, mydre
BbIOpaTh "My3bIkanbHbIN_(panat@" wium "pox2013" Bmecto "temal3";



3. HMcnonp3yii ABYXATamHYK aBTOPU3ALMIO. DTO KOrga MOMUMO MapoJisi
HY>KHO BBOJUTH KOJI, TpUChUIaEMBbIil 0 SMS;

4. BeiOepu CIOXKHBIN Maposib. st Kaxa0ro MOYTOBOIO SIIMKA I0KEH ObITh
CBOM HAJICkKHBIN, YCTOMUUBBINA K B3JIOMY T1apOJIb;

5. Ecnu ectb BO3MOXXKHOCTH HAlMCaThb CaMOMY CBOW JIMYHBIM BOIIPOC, WC-
MOJIb3YH 3Ty BO3MOKHOCTB;

6. Mcnoyib3yid HECKOJIBKO MOYTOBBIX SIIIMUKOB. IIepBhIi 111 4yacTHOM mepe-
IUCKH C aJpecaTaMy, KOTOPBIM Thl JIOBEPSEHIb. DTO AJIEKTPOHHBIN aJipec HE HAJ0
UCIIOJIb30BATh NPU PETUCTPALIMU Ha POpyMax U caiTax;

7. He oTkpbiBaii (hailibl M Jpyrue BIOXKEHUS B MUChMaX, JaKe €CIIM OHU
IOPUILUIA OT TBOUX Apy3eil. Jlydlle yTouHM y HUX, OTIPABISIIM JU OHU TeOe 3TU
Gaitnbr;

8. Ilocne okoHuaHusi paOOThl HA IMOYTOBOM CEPBUCE MEPE] 3aKpPbITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaxaTh Ha "BeidTu".

KubepOymauHr uiau BUPTyaabHOE U37€BATEIHCTBO

KuGepOynuHr - npeciaenoBaHue COOOLIEHUSIMU, COAEpKAIIUMU OCKOpOJIe-
HUSI, arpecculo, 3allyTMBaHKE; XYJIUTAaHCTBO; COIIMAIIbHOE OOMKOTHPOBAHHE C IO-
MOILBIO PA3JIMYHbIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTMHTOM:

1. He Gpocaticsa B 6oii. JIydmmii crioco6: mocoBeToBaThCs Kak ceOsl BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHadalle YCIOKOUThCS. Eciau Tbl
HaYyHEllb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJEHHS, TO TOJBKO €le OOJbIIe
pa30AOKeIIb KOH(IIHKT;

2. Yupapnsi cBoelt kubeppemnyTauue;

3. AHOHUMHOCTh B ceTh MHHUMas. CyIIeCTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOUT 332 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJMIraHCKUM oOpa3 BUPTyaJbHOM XU3HU. MHTEepHET
buKcUpyeT Bce TBOM JEHCTBUSA M COXpaHSIET MX. YaluTh MX OyleT KpaiHe 3a-
TPYAHUTEIBHO;

5. Cobnroail CBOIO BUPTYAJbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuanunbiii HeratuB. OTHOPa30BbIe OCKOPOUTEIBbHBIE CO00-
HICHUS JIydille UTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpamaeTcs Ha HavdaJlbHON
CTaJuu;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKU OTIPaBKH COOOIIEHUI C orpe-
JIEJIEHHBIX a/IpECOB;

8. Ecnu ThI cBUaeTenb kuOepOyuiMHra. TBOU IEUCTBUS: BHICTYIUTh MPOTUB
IpecieaoBaTens, oKa3aTb €My, YTO €r0 JIEUCTBUS OLICHUBAKOTCA HEraTUBHO, MOJI-
JIepKaTh KEPTBY, KOTOPOM HYyKHA MCHUXOJIOTMYECKasi MOMOIb, COOOUTUTH B3pOC-
JbIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoobwunbHbI# Tenedon

CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COAEPKAT B c€O€ BIOIHE B3POCIIbIN
GbyHKIIMOHAJ, W TETIEPh OHU MOTYT KOHKYPHPOBATH CO CTAI[MOHAPHBIMU KOMITbIO-
tepamu. OJIHAKO, CPENICTB 3aIIUTHI AJIsl MOAOOHBIX YCTPOMCTB MOKAa OYEHBb MAJo.
TectTupoBaHHe U MOUCK YSA3BUMOCTEH B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, KaK
st [TK, To ke camoe kacaeTcss 1 MOOMITBHBIX TTPUIIOKEHHUH.



CoBpemeHnHble MOOMIIbHBIE Opay3epsl y)Ke MPAKTUYECKU JOTHAINW HACTOJb-
HbI€ AQHAJIOTHM, OJHAKO pacliMpeHue (yHKIMOHAJa BJEYET 3a COOOH OOJBIIYIO
CJIO’)KHOCTh U MEHBIIYIO 3aIHUIIIECHHOCTD.

Jlaneko He BcCe MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHMS, 3aKpPbIBAIOIIHNE
KPUTHYECKHUE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI AJIs 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisieTcst mo-HacrosiniemMy OecriiaTHbIM. Bylib ocTOpoXkeH, Be/b
Korja tebe mpenaraiT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKue-
TO IUIATHBIE YCIYTH;

Jymait, npexxzie ueM oTnpaButb SMS, ¢oto mian Buaeo. Tol TOUHO 3HACIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAITMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii nmpuiioXKeHusl OT HEU3BECTHOTO MCTOYHUKA, BEJlb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIIEUEHHUE;

[Tocne Toro Kaxk Thl BBICILIL C cailTa, I/ie BBOAMWI JMUYHYI MH(POPMAIHIO,
3aiiIu B HACTPOMKHU Opay3epa u ynainu cookies;

Ilepunonnuecku MpoBeEPsiii, KAKUE IUIATHBIE YCIIYTM aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBail cBOM HOMEp MOOWUJIBHOTO Tene(OHA TONBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JOBEpSEIb;

Bluetooth nomxen ObITh BBIKIIOUEH, KOTJa Thl UM HE Toyib3yenibes. He 3a-
ObIBail HHOT' /1A IPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOUHbIE, 3aXBaThIBAIOLINE pa3Biieye-
HUsA, OOBEIUHSIONINE COTHU THICSIY YEIOBEK MO BceMy Mupy. Urpoku uccieayroT
JAHHBI UM MHUp, OOLIAIOTCA JIPYr C APYTOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCS C
MOHCTPAMH M IIOJYYarOT ONBIT. 3a YJOBOJIbCTBUE OHHU IIATAT: MOKYHArT AMCK,
OIIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OIIIUH.

Bce atu cpeacTBa uayT Ha NOAAEP/KAHUE U PA3BUTHE UIPBI, @ TAKKE HA camy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoGHBIX urpax CTOMT OmnacaThCsi HE CTOJBKO CBOMX CONEpPHUKOB,
CKOJIbKO Kpa)Xd TBOETO MapoJii, Ha KOTOPOM OCHOBaHa CHUCTEMa AaBTOpPHU3AIUU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecniu apyroif urpok BeneT ceds MIOX0 WIH CO3JaeT Te0e HEMPUSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanylicss aiMUHUCTPATOPaM UIPHI HA IJIOXOE€ MOBEACHUE ITOTO UTPO-
Ka, XKeJaTelIbHO MPHUIIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3piBaii muunyro nHGopManuo B mpodaiiie urpsr;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuInaabHbIC TATYH U MOJIHI,

6. Mcrionb3yil CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs UIPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka ThI mrpa-
€Illb, TBOW KOMITBIOTEP MOTYT 3apa3uTh.



QOUIIMHT WK KpaXka TUYHBIX JAHHBIX

OOBIYHON Kpakel JeHer U JOKYMEHTOB CETOJHS YK€ HUKOTO HE yIUBUIIIb,
HO C Pa3BUTHUEM HHTEPHET-TEXHOJIOTMH 3JI0YMBIIUIEHHUKH MTEPEMECTHIINCH B UH-
TEepPHET, U MPOJI0IKAIOT 3aHUMAThCS "MIOOUMBIM" JICTIOM.

Tak mosBUIach HOBas yrpo3a: WHTEPHET-MOILIEHHUYECTBA WA (UIIUHT,
rJIaBHAs 1eJIb KOTOPOTO COCTOUT B MOJYyYEHUU KOHPUACHIIMAIBHBIX JAHHBIX MOJIb-
30Baresiel - JOruHOB U mapojeil. Ha anrmuiickoMm si3bike phishing unrtaercs kak
¢ummnr (ot fishing - peibHas 0B, password - Tapob).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenau 3a cBOoMM akkayHTOM. Eciii Thl OJ03peBacilb, 4YTO TBOS aHKETa
ObUTa B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHPOBATh €€ M COOOIIUTh aAMHUHHUCTPATO-
pam pecypca 00 3TOM KaKk MO>KHO CKOpee;

2. Ucnonw3yit 6e30nacHbie B€O-CaliThl, B TOM YKCII€, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnonp3y#t cioxHble M pa3Hble mapoiu. Takum oOpasom, eciu TeOs
B3JIOMAIOT, TO 3JI0YMBINUICHHUKH MOJy4YaT JOCTYH TOJBKO K OJHOMY TBOEMY IIpO-
¢uitto B ceTH, a HE KO BCEM;

4. Ecnu Te0s B3/I0MaJId, TO HEOOXOAUMO MPEAYIPENUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpbIE JOOaBJI€HbI y T€OSA B APY3bsiX, O TOM, YTO T€Os B3JIOMald U, BO3-
MOKHO, OT TBOETO MMEHHU OyJeT pacchlUIaThCs CHaM U CChUIKM Ha (UIIMHIOBBIE
CalThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TeNe(OH;

6. OTKJII0UM COXpaHEHUE Mapoisi B Opaysepe;

7. He oTkpbiBail (ailnbl U Apyrue BIOXKEHHUS B MUCbMax, JAXe €CIU OHU
NPUILUIA OT TBOUX Apy3el. Jlydilie yTouHM y HUX, OTOPABIISUIN JIM OHU TeOe 3TU
(baibl.

[udporas penyTarus

[Mudposas pemyTarusi - 3TO HETaTUBHAs WJIM MO3UTHBHAS WH(OpMAaIus B
cetu o Tebe. Komnpomerupyromas nHpopmaius, pa3MelieHHas B UHTEPHETE, MO-
KET CEPhEe3HBIM 00pa3oM OTPa3UThCs HAa TBOeW peanbHOU xu3HU. "ludposas pe-
nyTamnus” - 3TO TBOW UMUK, KOTOPBIM hopmupyercs u3 uHbopmaiuu o tede B
WUHTEPHETE.

TBoe MecTo KHTENbCTBa, y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHNE, 0COOCHHO-
CTH XapakTepa U paccKasbl 0 OJM3KHUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKY JIETKOMBICIEHHO OTHOCATCS K MyOJMKaIlMU JTUYHOU UH-
dbopmanuu B MHTEpHETE, HE TOHUMAsi BO3MOXKHBIX TMOCHEACTBUU. Thl jgaxe He
CMOXeEITh J0TafaThcsi 0 ToM, 4yTo doTorpadus, pa3zMeiieHHas 5 JIeT Ha3all, craja
MPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pazmenieHue TBoux Gpotorpaduii u qpyrue 1elcTBUSE MOTYT
HE MCYE3HYTh JlaXKe TMOCJie TOro, Kak Thl UX YJadullib. Thl HE 3HaEllb, KTO COXpa-
HWI 3Ty UH(POpPMAIHIO, MoMNaia 1 OHa B MTOMCKOBBIE CUCTEMbI U COXPaHUJIACh JIU
OHa, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KAIOILIUE JIOAN, KOTOpble HAWIYT U
yBUAAT 3T0. Haiitu nadopmaimio MHOTO JIET CITyCTS CMOXKET JIt000il - Kak U3 100-
pBIX TOOYKIEHUH, TaK U C HAMEPEHHEM NMPUYMHUTH BpPE. ITO MOXKET OBITh KTO
YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE UGPOBOI peryTalUu:



1. [lomymaii, mpexxsie 4em 4To-TO MyOJIMKOBATh U MiepeaaBaTh y ceds B O6yore
WM B COLIMATILHOM CeTH;

2. B nacTpoiikax npo¢uisi yCTaHOBM OrpaHUYEHHUS HA MPOCMOTP TBOETO
npoduIs ¥ €ro COACPAKUMOTr0, cliesiail ero TOJAbKO "1 Apy3eit”;

3. He pa3memaii u He yka3biBail uH(MOpMAIUIO, KOTOPAst MOXKET KOro-JIn0o
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE MpaBo

CoBpeMeHHbIC MIKOJBHUKU - aKTHBHBIE MOJB30BaTENM LU(POBOrO MpO-
cTpancTBa. OHAKO JAJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMH BO3MOKHO-
CTSIMH IIUPPOBOTO MUpa TpeOyeT COOMIOACHUS MPaB HAa MHTEIUICKTYalbHYIO COO-
CTBEHHOCTb.

TepmuH "HHTEINEKTYyaIbHAST COOCTBEHHOCTD'" OTHOCHUTCS K Pa3IMYHBIM TBO-
PEHUSIM YEJIOBEYECKOT0 YMa, HAuMHAasl ¢ HOBBIX M300pETEHUN U 3HAKOB, 0003HA-
YaloluX COOCTBEHHOCTh HAa MPOJAYKTHI U YCIYTd, U 3aKaH4YMBask KHUTaMH, (OTO-
rpadusmMu, KWHOGUIBMAaMU U MYy3bIKaJTbHBIMU MPOU3BEACHUSIMU.

ABTOpCKHE TpaBa - ATO MpaBa HA HUHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIAIOT B
KaueCTBE rapaHTHU TOTO, YTO WHTEJUICKTYaJIbHBII/TBOPUECKUN TPy aBTOpa HE Oy-
JIET HaNpacHbIM, JaCT €My CIpPaBeIJIUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yJibTa-
TaxX CBOErO TpyJa, MOJIYYUTh U3BECTHOCTh W Ipu3HaHue. HukTo 0e3 paspemieHus
aBTOpa HE MOXKET BOCIPOU3BOJUTH €ro MPOU3BEIECHUE, PACIIPOCTPAHATD, ITyOINY-
HO JIEMOHCTPHUPOBATh, MPOJIaBaTh, UMIIOPTUPOBATh, IIyCKaTh B MPOKAT, ITyOJIMYHO
UCIIOJIHATh, IOKA3bIBATh/UCIIONHATH B 3upe Win pazMewmats B UHTEpHETE.

Ucnonb3oBanue "muparckoro’ mporpaMMHOTO OOECIeUeHUs] MOXKET MPUBE-
CTH K MHOTHM pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM 10 OJOKHPOBKH
TBOEr0 YCTPOMCTBA, T/I€ YCTAaHOBJIEHA HelerajibHas nporpamMma. He crout Takxke
3a0bIBaTh, YTO CYILIECTBYIOT JErajbHble M O€cCIIaTHble MPOrpamMMbl, KOTOPbIE
MOYKHO HAUTHU B CETH.

O nopraine

CeteBU4OK.p( - TBOH IIABHBIM COBETUYHK B CETU. 3J€Ch Thl MOXEIIIh y3HAThH
0 0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM S3BIKOM, a TP BO3HUKHOBEHHH
KPUTUYECKON CHUTyalluu OOPAaTUTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM!



